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INTRODUCTION
Although all phishing attacks share the 
same purpose – harvesting credentials, 
the techniques to fulfill it changes from 
attack to attack and always evolving. The 
techniques in this article are the recent 
prevalent ones.

PURPOSE
This article summarizes the top 
recent phishing techniques.
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PHISHING KITS

SPOX ANTI-BOT

To launch a phishing attack, the attacker often uses a phishing kit which is a 
collection of templates and scripts that make the phishing site preparation easier. By 
using a phishing kit, the attacker can create a convincing website with little afford.

Security services always improve phishing detection techniques to detect and alert the 
users as quickly as possible. Recent research showed that once the phishing website is 
launched it has nine hours before it has been caught by security services. And its long life 
is 21 hours on average (from the first to the last victim). A new phishing kit managed to 
add a check for a search engine or security bot and disguised its true purpose – harvesting 
credentials – to extend the website’s long life.

The Phishing

The Spox phishing kit impersonates 
the Chase bank log-in page. The 
phishing contains four pages. In the 
first one, the victim is asked to enter his 
credentials (username and password) 
to the bank website. Then he redirects 
to an alert page that notifies his 
computer wasn’t recognized so further 
authentication is required. The next 
button on this page directs the victim 
to three more pages ask him to fill out 
more details: email authentication, 
personal details, and credit card details.

Once the victim completes this 
procedure, all his stolen data is sent to 
the attacker.

The Disguise

The phishing page includes an Anti-
Bot protection which masquerades the 
real phishing site from bots/machines. 
The phishing page will redirect any bot 
or machine to a 404 page, or to the real 
brand’s website such as Chase. That 
way the bot or machine, which might 
be an Anti-Phishing service, will receive 
no content from the phishing page for 
further analysis.

As result, the link will bypass the security 
check and lunch in the victim’s inbox. 
Who will open the email, click the link, 
and will redirect to the phishing website 
since he is a genuine visitor (not a bot or 
machine).
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REAL-TIME PHISHING KIT WITH QR CODE CAPABILITIES

This phishing kit targets Banco Itaú Empresas clients who use Itaú Internet Banking and 
can control the phishing page in real-time. Additionally, among its techniques, there is 
also the ability to generate a QR code to gain illegal access to the victim’s account.

To gain the victim’s trust the phishing website first pretends to check if the victim has the 
application installed to access securely to the bank account. Next, it alerts the victim that his 
application version is outdated, therefore it must be updated. The update button forwards 
the victim to another phishing website that impersonates the bank log-in page.

What is special about this phishing kit is that the attacker has real-time control over the 
phishing page’s actions as the victim is on it. While the attacker decides which page to load, 
the victim sees the bank’s loading GIF image and does not suspect a thing.

After the attacker receives the victim’s log-in data to Banco Itaú Empresas, he can ask the 
victim to enter his password, the attacker can ask his six-digits electronic password that 
allows access, query, and transaction authentication. Besides the password, the attacker 
can ask for more sensitive information as a cellphone number, iToken, owner’s name, and 
QR code. One must provide one of these methods to pay with PIX (a new instant payment 
system from the Central Bank of Brazil). As the attacker gets this data, he can impersonate 
the victim and transfer money.
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LOGOKIT – ADAPTIVE LURE LOGO

Phishing website aims to harvest as many credentials as possible. Therefore, it must 
earn the victim’s trust to trick him to enter his credentials. The most common technique 
is to create a phishing website that impersonates a specific organization, or more likely – a 
service. However, it limits the attacker to a specific organization’s clients.

LogoKit is a new phishing kit that helps the attacker to overcome this limit and expand 
the number of potential victims. Recent phishing attacks use Google’s link (https://www.
google.com/s2/favicons?domain=example.com) to adjust the phishing website to the 
victim’s email address domain. The link dynamically adds the organization’s logo, name, 
favicon, and title in the tab, from a third-party service. When the victim sees a familiar logo 
on the log-in page he feels more confident to enter his credentials.

ASKING FOR THE PASSWORD MULTIPLE TIMES

There is an increase in phishing websites that ask to enter the password multiple 
times. When using this method, the website alerts for the wrong password for the first 
two attempts, regardless of whether the password is correct, so the user will enter his 
password again. Only after the third time, the user is forwarded to the website.

The reason attackers use this technique is to compare the passwords that were entered, 
to be sure they have the right password. This check comes after users adapted a habit to 
enter first an incorrect password and check if the website accepts it or not, and by doing 
so, to check if this website is phishing. As this new technique shows, it is not true and 
phishing websites can alert the first attempt as an incorrect password.
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